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Large-scale network systems
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Power grid [1]

Autonomous driving network

Satellite communication [2] 



Challenge

[4] R. Isermann, Fault detection and diagnosis, 2006
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Model-free FDD methods:

• Data-driven: AI & machine-learning [1] 

• Knowledge-based methods [2] 
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Fault detection and diagnosis (FDD)

[5] FDD methods become challenging as the size and 
complexity of the systems grow

Model-based FDD methods:

• State observer, parameter estimation [3], [4]  

• Residual analysis

Not explainable Heavily rely on data

• Exploit interconnection 
structure 



Dynamic network framework 
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Dynamic network setup:

• 𝑤𝑤𝑖𝑖(𝑡𝑡): measured node signals

• 𝐺𝐺𝑖𝑖𝑖𝑖0 : modules, LTI transfer functions

• 𝑣𝑣𝑖𝑖 𝑡𝑡 = 𝐻𝐻𝑖𝑖0𝑒𝑒𝑖𝑖(𝑡𝑡): process noise signals

• 𝑟𝑟𝑖𝑖(𝑡𝑡): external excitation signals

Dynamic network identification:

• Local module or full network identification [1-6]

[4] M. Gevers, SYSID, 2018
[5] K. Ramaswamy et al., TAC, 2021
[6] S. Fonken et al., Automatica, 2022

When given a model of a dynamic network, can we detect and diagnose a fault in a
local module by confronting the model with the data of the faulty system 

(including probing the faulty system)?



Research question and problem statement

Fault detection and diagnosis using the dynamic network framework5

Start point:
• A fault is 𝐺𝐺𝑖𝑖𝑖𝑖0 → 𝐺𝐺𝑖𝑖𝑖𝑖

𝑓𝑓

• Local subnetwork model �𝐺𝐺

• Full network topology 𝒯𝒯𝐺𝐺
• Possible noise information:

• Noise model 𝐻𝐻0

• Noise topology 𝒯𝒯𝐻𝐻

Assumption: Every node in w is affected by 
a single noise source e only.

How to perform local fault detection and diagnosis for an 
interconnected network system, using its model in the dynamic 

network framework?



Research question and problem statement

Fault detection and diagnosis using the dynamic network framework6

How to perform local fault detection and diagnosis for an 
interconnected network system, using its model in the dynamic 

network framework?

Model invalidation

Model-based FDD

Residual 
analysis
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Contents

• Residual analysis in dynamic networks



Residual in a local node
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In-neighbor nodes 
of 𝒘𝒘𝒋𝒋 in set 𝓝𝓝𝒋𝒋

�𝜺𝜺𝒋𝒋 ∶= 𝒘𝒘𝒋𝒋 − �𝒘𝒘𝒋𝒋Prediction Error

MISO Subnetwork



Prediction Error

MISO Subnetwork

In-neighbor nodes 
of 𝒘𝒘𝒋𝒋 in set 𝓝𝓝𝒋𝒋

Residual in a local node
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With noise model �𝑯𝑯𝒋𝒋

No noise model �𝑯𝑯𝒋𝒋

�𝜺𝜺𝒋𝒋 ∶= 𝒘𝒘𝒋𝒋 − �𝒘𝒘𝒋𝒋



Residual analysis for model validation: Correlation test
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Test statistics [1]:
• Autocorrelation 𝑅𝑅�𝜀𝜀(𝜏𝜏)
• Cross-correlation 𝑅𝑅�𝜀𝜀,𝑢𝑢(𝜏𝜏)

[1] L. Ljung, System Identification: Theory for the User, 1999

SISO System

Accept 𝓗𝓗𝟎𝟎

Reject 𝓗𝓗𝟎𝟎

Null Hypothesis 𝓗𝓗𝟎𝟎 ∶ �𝑮𝑮 = 𝑮𝑮𝟎𝟎

• 𝑹𝑹�𝜺𝜺(𝝉𝝉) , 𝑹𝑹�𝜺𝜺,𝒖𝒖(𝝉𝝉) Uncorrelation

• 𝑹𝑹�𝜺𝜺(𝝉𝝉) , 𝑹𝑹�𝜺𝜺,𝒖𝒖(𝝉𝝉) Correlation



Correlation tests for dynamic networks
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𝑒𝑒𝑖𝑖

𝑒𝑒𝑖𝑖

𝑒𝑒𝑖𝑖

• Autocorrelation test: 𝑹𝑹𝜺𝜺𝒋𝒋

• Cross-correlation test: 𝑹𝑹𝜺𝜺𝒋𝒋𝒘𝒘𝒊𝒊

• Cross-correlation test: 𝑹𝑹𝜺𝜺𝒋𝒋𝒓𝒓𝒊𝒊

Healthy situation 𝓗𝓗𝟎𝟎: ∆𝑮𝑮 = 𝟎𝟎

If the noise model is not available then the cross-
correlations,          ,           are replaced by           ,𝑹𝑹𝜺𝜺𝒋𝒋𝒓𝒓𝒊𝒊 𝑹𝑹𝜺𝜺𝒋𝒋𝒘𝒘𝒊𝒊 𝑹𝑹𝒗𝒗𝒋𝒋𝒓𝒓𝒊𝒊 𝑹𝑹𝒗𝒗𝒋𝒋𝒘𝒘𝒊𝒊



Correlation tests for dynamic networks

Fault detection and diagnosis using the dynamic network framework12

𝑒𝑒𝑖𝑖

𝑒𝑒𝑖𝑖

𝑒𝑒𝑖𝑖

• Autocorrelation test: 𝑹𝑹𝜺𝜺𝒋𝒋
• Cross-correlation test: 𝑹𝑹𝜺𝜺𝒋𝒋𝒘𝒘𝒊𝒊
• Cross-correlation test: 𝑹𝑹𝜺𝜺𝒋𝒋𝒓𝒓𝒊𝒊

(a) Noise model �𝐻𝐻𝑖𝑖 and 
noise topology 𝒯𝒯𝐻𝐻

• 𝑅𝑅𝜀𝜀𝑗𝑗 , 𝑅𝑅𝜀𝜀𝑗𝑗𝑤𝑤𝑖𝑖 , 𝑅𝑅𝜀𝜀𝑗𝑗𝑟𝑟𝑖𝑖

(b) Noise topology 𝒯𝒯𝐻𝐻

• Some 𝑅𝑅𝜀𝜀𝑗𝑗𝑤𝑤𝑖𝑖 , 𝑅𝑅𝜀𝜀𝑗𝑗𝑟𝑟𝑖𝑖

(c) No noise information

• 𝑅𝑅𝜀𝜀𝑗𝑗𝑟𝑟𝑖𝑖

Test is 
passed

Target 
modules 

validation

Test fails
Invalidation 

among 
target 

modules

The set that contains all modules 
related to a correlation test.

Target module set 𝓢𝓢:
Healthy situation 𝓗𝓗𝟎𝟎: ∆𝑮𝑮 = 𝟎𝟎



Target module sets 
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• Autocorrelation test 𝑹𝑹𝜺𝜺𝒋𝒋 ：

• Cross-correlation test 𝑹𝑹𝜺𝜺𝒋𝒋𝒘𝒘𝒊𝒊 ：

• Cross-correlation test 𝑹𝑹𝜺𝜺𝒋𝒋𝒓𝒓𝒊𝒊 ：

• 𝒞𝒞𝑖𝑖: the set of all node signals that are correlated with 𝑤𝑤𝑖𝑖
• 𝒥𝒥𝑖𝑖: the set of node indices k, including i, for which a directed path exists from 𝑤𝑤𝑖𝑖 to 𝑤𝑤𝑘𝑘

• 𝒱𝒱𝑖𝑖: the set of node indices k, for which a path exists from the innovation source e of 𝑤𝑤𝑖𝑖
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Contents

• Fault detection & diagnosis



Example
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Available tests 𝑅𝑅𝜀𝜀1 𝑅𝑅𝜀𝜀1𝑤𝑤2 𝑅𝑅𝜀𝜀1𝑟𝑟2 𝑅𝑅𝜀𝜀1𝑟𝑟3 …

Target module sets {𝐺𝐺12,𝐺𝐺13} {𝐺𝐺12,𝐺𝐺13} {𝐺𝐺12,𝐺𝐺13} {𝐺𝐺13} …

Detect/diagnose possible fault in  𝐺𝐺12

Adding     does not help, but adding     allows for diagnosis of the correct fault.𝑟𝑟2 𝑟𝑟3

j = 1 𝒩𝒩1 = {2, 3} 𝒱𝒱1 = {1}

𝒞𝒞2 = 𝒥𝒥2 = {1, 2, 3} 𝒞𝒞3 = {1, 2, 3} 𝒥𝒥3 = {1, 3}



Experiments with different noise information:

• (a) With noise model �𝐻𝐻1 and noise topology 𝒯𝒯𝐻𝐻: 𝑅𝑅𝜀𝜀1

• (b) With noise topology 𝒯𝒯𝐻𝐻: 𝑅𝑅𝜀𝜀1𝑤𝑤2

• (c) No noise information: 𝑅𝑅𝜀𝜀1𝑟𝑟2

Fault detection and diagnosis using the dynamic network framework16

Example

All tests show fault 
after 𝑁𝑁 = 5000

100 MC runs

Fault detected!
𝑟𝑟2

Fault location?



Vector valued correlation test: 

17 [1] S. Douma et al., Automatica, 2008 

If  ℋ0 is true, it follows from a variant of the central 
limit theorem that the following distribution holds[1]: 

The autocorrelation test is for  ℋ0 is: 

The Correlation test using 
statistic Q (Q test):



Experiments with different noise information:

• (a) With noise model �𝐻𝐻1 and noise topology 𝒯𝒯𝐻𝐻: 𝑅𝑅𝜀𝜀1 , 𝑅𝑅𝜀𝜀1𝑟𝑟3

• (b) With noise topology 𝒯𝒯𝐻𝐻: 𝑅𝑅𝜀𝜀1𝑤𝑤2 , 𝑅𝑅𝜀𝜀1𝑟𝑟3

• (c) No noise information: 𝑅𝑅𝜀𝜀1𝑟𝑟2 , 𝑅𝑅𝜀𝜀1𝑟𝑟3

Fault detection and diagnosis using the dynamic network framework18

Example

𝑟𝑟3𝑟𝑟2

Fault on 𝐺𝐺12

The selection of the appropriate tests for a particular target module can be automated



Conclusion
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• Designed model-based procedure for local MISO subnetwork FDD

• that can exploit topology information on the network

• It shows how to (in)validate local modules in a network 

• and indicates whether it is attractive/necessary to add excitation signals for 

diagnosis.

How to perform local fault detection and diagnosis for 
an interconnected network system, using its model in 

the dynamic network framework?
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Thanks for your attention!
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