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Abstract—This paper deals with dynamic networks in
which the causality relations between the vertex signals
are represented by linear time-invariant transfer functions
(modules). Considering an acyclic network where only a
subset of its vertices are measured and a subset of the
vertices are excited, we explore conditions under which
all the modules are identifiable on the basis of measure-
ment data. Two sufficient conditions are presented, where
the first condition concerns an identifiability analysis that
needs to be performed for each vertex, while the second
condition, based on the concept of tree/anti-tree covering,
results from a graphical synthesis approach to allocate
actuators and sensors in acyclic networks for achieving
generic identifiability.

Index Terms— System identification, Identifiability, Sen-
sor placement, Actuator allocation, Dynamic networks,
Acyclic graphs

[. INTRODUCTION

Dynamic networks have appeared in a wide range of tech-
nological applications including biochemical reaction systems,
decentralized manufacturing processes, and smart power grids.
In recent years, considerable attention from the systems and
control domain has been devoted to address data-driven mod-
eling problems in dynamic networked systems with large-scale
interconnection structure, see some of the representative works
in [13], [26], [7], [23], [25], [1], [14], [3], [15], [41], [33],
[38], [35]. From an identification perspective, the modeling
problems in a network setting can be viewed as an extension of
classical system identification on the basis of open-loop data
or closed-loop data, towards an identification problem with
data collected from distributed dynamical systems operating
under a network interconnection. This leads to a framework
where signals are regarded as vertices in a network, and the
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causal dependencies among the signals, typically represented
by proper transfer functions (modules), are considered as
directed edges.

Different data-driven modeling problems can be formulated
in such a framework. For example, how to detect the topology
of a network from measurement data [22], [8], [23], [40],
[29]? How to consistently estimate selected local dynamics
within a network [33], [10], [12], [24], [27], [37], [30]? What
are the conditions required to identify the dynamics of an
entire network or a subnetwork [36], [3], [38], [15], [35],
[6], [31]7 In this paper, we focus on the last problem, where
identifiability of a full network based on a subset of external
excitation signals and measured vertex signals is of particular
interest. This concept plays a key role in data-driven modeling
of dynamic networks, as it essentially reflects if we are able to
acquire a unique network model on the basis of measurement
data. In the literature, there are two classes of network identi-
fiability, namely, global identifiability [35], [38] that requires
all the models in the set to be distinguishable, and generic
identifiability [3], [15], [39], [2], which means that almost
all models in the considered model set can be distinguished.
Recently, the concept of local generic identifiability has been
introduced in [16], [17], which can be viewed as a notion that
is weaker than generic identifiability.

In this paper, we focus on global and generic identifiability
notions, which can be addressed in two problem settings,
namely, dynamic networks with full excitation/measurement,
and the ones with partial excitation/measurement. A number
of conditions have been derived for (generic) identifiability of
a full dynamic network, see e.g., [3], [15], [35], [38], [6], [11],
which are based on network topology i.e., how the vertices are
interconnected. While the identifiability analysis in [3], [15],
[35] is performed under the assumption that all the vertices are
excited by sufficiently rich external signals, these works lead to
attractive path-based conditions for checking network identifi-
ability. Depending on whether generic identifiability or global
identifiability is considered, these conditions are interpreted
in terms of the existence of vertex disjoint paths[3], [15] or
constrained vertex disjoint paths[35] from the out-neighbors of
each vertex to the measured vertices in a network. In contrast,
the result in [36], [38] is developed for the setting where only
a subset of vertices are affected by external signals including
noises and excitation signals manipulated by users, while all
the vertices are measured. Moreover, network identifiability is
defined as a property of a parameterized model set, instead of
a property of a single network as done in [3], [15], [35]. In
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[36], [38], global network identifiability is characterized by the
rank property of a certain transfer matrix that is determined by
the presence and location of external signals, the correlation
structure of disturbances, and the topology of parametrized
modules. This rank condition has been further studied in [39]
leading to generic identifiability of a network model set, which
is equivalent to a vertex-disjoint path condition dual to the ones
in [3], [15]. With the same network setting as in [36], [38],
[39], the work in [5], [6] provides a new characterization for
generic identifiability using the concept of disjoint pseudo-tree
covering, from which a graphical tool has been developed for
allocating external excitation signals so as to guarantee generic
identifiability.

While different measurement and excitation schemes are
considered, most works in the existing literature require all the
vertices to be either simultaneously excited or simultaneously
measured. The work in [2] relaxes this requirement and
investigates the identifiability condition with partial excitation
and partial measurement, although these conditions hold in
some special cases. For example, some graph-based results are
provided for networks with special tree and cycle topologies,
and some require that all the out-neighbors of a vertex are ex-
cited, or all the in-neighbors of a vertex are measured. A recent
study in [21] considers two particular types of nodes, so-called
dources and dinks, and explores their roles in determining
generic identifiability of dynamic networks. In contrast, [32]
provides a sufficient condition for generic identifiability of
a single module in a network, and the condition does not
have specific requirements as in [2] and is applicable to
the more general case. Furthermore, [4] presents a necessary
condition for identifiability of networks with partial excitation
and measurement, which leads to a necessary and sufficient
condition for identifiability in circular networks.

In line with the network setting of the above works, the cur-
rent paper aims to derive general conditions for identifiability
in full dynamic networks, where only partial excitation and
partial measurement signals are available. First, we introduce
the concept of transpose networks and show that identifiability
of the model sets of a transpose network and that of its
corresponding original network are equivalent, which builds a
connection between the two settings in [3], [15], [35] and [38],
[39], [6]. Although similar duality discussions have been seen
in [15], [6], the analysis therein is performed in the setting that
the vertices in a network are fully excited or measured. In this
paper, we further generalize the duality analysis to dynamic
networks with partial excitation and measurement by using
transpose networks. Second, we provide new insight into the
identifiability analysis of full networks with acyclic topology
in the most general setting of partial excitation and partial
measurement. Compared to [20], which presents necessary
conditions for identifiability of acyclic networks, as our main
contribution, we present sufficient conditions to determine
both global and generic identifiability of acyclic networks. The
first condition takes advantage of the hierarchical structure in
acyclic networks to formulate rank conditions for every vertex,
which can also be reinterpreted as path-based conditions and
hence lead to a vertex-wise check for identifiability of a
given acyclic network. Furthermore, we present an alternative

condition for checking generic identifiability of model sets of
acyclic networks on the basis of a graphical concept, called
disjoint tree/anti-tree covering. This condition then leads to
an algorithmic procedure that achieves generic identifiability
of the model set of an acyclic network requiring as few as
possible excited and measured vertices.

The rest of this paper is organized as follows. In Section II,
we recap some basic notations in graph theory and introduce
the dynamic network model. Section III presents the results
on transpose networks, and Section IV provides the main
results of the paper on identifiability in acyclic networks, and
a graph-theoretic approach is also presented for the allocation
of actuators and sensors. Finally, concluding remarks are made
in Section V. The proofs of the technical results are presented
in the appendix.

[I. PRELIMINARIES AND DYNAMIC NETWORK SETUP
A. Notation

The cardinality of a set V is represented by |V|. A;; denotes
the (i,7) entry of a matrix A, and more generally, [A]y v
denotes the submatrix of A that consists of the rows and
columns of A indexed by two positive integer sets U and
V, respectively. Furthermore, [A]y/ « and [A].,y represent the
matrix containing the rows of A indexed by the set &/ and
the matrix containing the columns of A indexed by the set V),
respectively.

The normal rank of a transfer matrix A(z) is denoted by
Rank(A), and Rank(A) = r if the rank of A(z) is equal
to r for almost all values of z. Furthermore, let A(z,6) be
a parameterized transfer matrix with the parameters 6 € ©,
then the generic rank of A(z,6), denoted by gRank(A), is
the maximum normal rank of A(z,0) for all § € © [34].

B. Graph Theory

The topology of a dynamic network is characterized by a
graph G that consists of a finite and nonempty vertex set V :=
{1,2,...,L} and an edge set £ €V x V. In a directed graph
each element in £ is an ordered pair of elements of V. If
(i,7) € £, we say that the edge leaves vertex ¢ and enters j,
the vertex ¢ is the in-neighbor of j, and j is the out-neighbor of
i. Let N;” and /\/jr be the sets that collect all the in-neighbors
and out-neighbors of vertex j, respectively.

A graph G is called simple, if G does not contain self-loops
(i.e., £ does not contain any edge of the form (i,4), V i € V),
and there exists only one directed edge from one vertex to each
out-neighbor. In a simple graph, a directed path connecting
vertices ¢ and i, is a sequence of edges of the form (ix_1, %),
k =1,--+,n, and every vertex appears at most once on the
path. If there is a directed path from vertex 7 to j, we say
that j is reachable from 4, and j is a descendant of i. A
set of directed paths are vertex-disjoint if they do not share
any common vertices, including the start and the end vertices.
We denote b,y as the maximum number of mutually vertex-
disjoint paths starting in / € V and ending in Y € V [15].Let
U and )Y be two vertex subsets in a directed graph G. A set
of vertices D in G is a disconnecting set from U to ), if all
the directed paths from U/ to ) in G pass through D. Roughly
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speaking, removing all the vertices in a disconnecting set D
from U to YV will lead to the absence of directed paths from
U to Y. Note that it is allowed for D to include vertices in
the sets ¢/ and ).

In this paper, we focus on simple acyclic graphs, meaning
that a vertex cannot reach itself via a directed path. In a simple
acyclic graph, a source is a vertex without any in-neighbors,
and likewise, a sink is a vertex without any out-neighbors.

C. Dynamic Network Model

Consider a dynamic network whose topology is captured
by a simple directed graph G = (V, £) with a vertex set V =
{1,2,..., L} and edge set £ = V x V. Following the basic setup
in [33], [2], each vertex describes an internal variable w,(t) €
R, and a compact form of the overall network dynamics is

w(t) = G(q)w(t) + Rr(t) + v(t), (1)
y(t) = Cw(t),

where G(q) is a rational matrix in the delay operator ¢~!, with
zero diagonal elements, v(t) € R is a vector of zero-mean,
stationary stochastic process noises, and R € RE*X and C €
RN L are binary selection matrices. All the internal variables
are stacked in the vector w(t) := [wy(t) wa(t) -~ wr(t)]".
G(q) is the system matrix which is a matrix of transfer
functions with zero diagonal elements. The (i, 7)-th entry of
G(g), denoted by G;(q), is a rational transfer function in ¢
and indicates the transfer operator from vertex j to vertex i,
and it is represented by an edge (j,7) € £ in graph G.

Let R €V and C € V be the vertices that are excited and
measured, respectively, and K = |R| and N = |C|. The signals
r(t) € RE and y(t) € RN are the external excitation and
measurement signals with R = [I1]. =, C = [Ir]c,« binary
matrices indicating which vertices are excited and measured,
respectively. Particularly, if a vertex k is unexcited, then the k-
th row of R is zero, and analogously, if a vertex is unmeasured,
then the corresponding column of C' is zero.

Assumption 1 Throughout the paper, we consider a dynamic
network (1) with the following properties.
(a) All the modules in G(q) are strictly proper and stable".
(b) The network (1) is well-posed in the sense that all
principal minors of lim,_,[I — G(2)] are non-zero;

(¢) (I —G(q)) ! is stable.

The above assumptions ensure the properness and stability of
the mapping from 7 to w and are standard in the identification
of dynamic networks, see e.g., [33], [9], [15], [35], [2].

For specifying the notion of identifiability, we first need
to introduce a network model set. Let M = (G, R,C) be a
network model of (1) and

M= {M(Q79) = (G(q,@),R, C),9 € @} (2

be a network model set with parameterized models M (q, #), in
which all the nonzero transfer functions in G(q, §) are param-
eterized independently. The network model set M inherently

IThe stability here coincides with the system theoretic definition of
bounded-input. bounded-output (BIBO) stability [18].

contains information on the topology of a dynamic network, as
well as on the presence and locations of actuators and sensors.
Then identifiability of the network model set is defined as
follows [3], [15], [31], [32].

Definition 1 Denote the transfer matrix

Given the network model set M in (2). Consider 0y € © and
the following implication

CT(q,01)R = CT(q,00)R = Gji(q,01) = Gji(q,00) (4)

for all parameter 6, € ©. Then the module G j; is
« identifiable in M from the submatrix [T|cr if the
implication (4) holds for all 6, € ©;
« generically identifiable in M from the submatrix [T|¢c.r
if the implication (4) holds for almost all 6y € ©.
The model set M is (generically) identifiable if Gj; is (gener-
ically) identifiable for all (i,7) € E.

In [35], identifiability in Definition 1 is also referred to as
“global identifiability”. In this paper, we simply use the term
“identifiability” for “global identifiability” for ease of notation.
The term “almost all” means the exclusion of parameters that
are in a subset of © with Lebesgue measure zero, see [3], [15]
for more details about the notion of generic identifiability.

Remark 1 Although we consider only [T|¢ r, i.e. the transfer
from r to y, as a basis for identifiability, the disturbances v
in (1) can also be taken into account as is done in [6]. Under
some mild assumptions, disturbance inputs play a similar role
as excitation inputs, and therefore the results in this paper
can directly be generalized to include v by using the notion
of extended graphs [6]. For the sake of simplicity, we will not
address that generalization in this paper.

Identifiability of a dynamic network model set reflects the
ability to distinguish between models in the set M from
measurement data, or more precisely, from the transfer matrix
[T]c,» as described in Definition 1. In this sense, network
identifiability essentially depends on the presence and location
of external excitation signals r and the selection of measured
vertex signals y.

[1I. DYNAMIC TRANSPOSE NETWORKS

In network identifiability studies, typically two situations
are distinguished where either all vertices are measured, or all
vertices are excited, while it has been shown that both situa-
tions lead to results that are dual, see [15], [6]. In this section,
we present a generalization of the duality results for network
identifiability with partially excited and partially measured
vertices, which is based on the notion of transpose graphs.
This generalization holds for general networks, including both
cyclic and acyclic networks. The result in this section will then
be applied to derive the main results in Section IV.

Let G = (V, &) be a simple directed graph. The franspose
graph of G is defined by G’ := (V,&’), where £’ is obtained
by reversing the direction of each edge in £. Thus, the term
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‘transpose’ is because the adjacency matrix of G’ is the
transpose of that of the original graph G. A dynamic transpose
network model can be defined on the basis of G’ as follows.

Definition 2 (Dynamic Transpose Network) Consider the
dynamical model M = (G,R,C) in (1) associated with a
directed graph G. A transpose network model of M is defined
based on the transpose graph G' as

M = (G,R,C), (5)

where G=GT, R=CT", and C = R".

The transpose network in (5) is defined as the conceptually
dual dynamical model of (1), and it has the same set of vertices
with every edge reversed compared to the orientation of the
corresponding edge in the original network (1). Furthermore,
all the excited (measured) vertices in the original network
become measured (excited) ones in the transpose network. The
relation between the identifiability properties in the original
and transpose networks is presented in the following lemma,
see its proof in Appendix A.

Lemma 1 (Duality in identifiability) Let M’ =
{M(q,0) = (G(¢,0)T,CT,RT),0 € O} be the parameterized
model set of the transpose network (5). Then, the following
statements hold.
(a) A module G;; is identifiable in M if and only if the
module éﬁ is identifiable in M’;
(b) The network model set M is identifiable if and only if
the network model set M’ is identifiable.

Note that the statements Lemma 1 also hold if generic
identifiability is considered instead. In some circumstances
where identifiability, or generic identifiability, of the original
network is difficult to analyze, the dual results in Lemma 1
can be applied, leading to a simpler analysis on the basis of
the corresponding transpose network. We use the following
example to illustrate our point.

Example 1 Consider the dynamic network in Fig. la, where
we are investigating identifiability of the SIMO (single input
multiple output) subsystem G NF In this subsystem the input
w1, and the outputs wo, w3 and wy are excited, while wo and
ws are measured.

The available tool in the current literature to analyze
the identifiability of G N is the disconnecting set-based
approach in [32], by which it is required to determine identi-
fiability of each module in G N separately. For instance,
to check the identifiability of é41 in the original network,
according to [32, Thm.3] we need to find an excited vertex
set R and a measured vertex set C such that a disconnecting
set D from RUN\{4} to C is found to fulfill the constraints:
brp = |D| and byyy p_,c = |D| + 1. In this example, we
find R = {1,2,3}, C = {2,5,6,7}, and D = {3,4,5} for
(generic) identifiability of G4;.

On the other hand, it follows from Lemma 1 that identi-
fiability of GN1+,1 in the original network is equivalent to

identifiability of G \~ in its transpose network shown in
AT

(a) Original Network

(b) Transpose Network

Fig. 1: A dynamic network (a) and its transpose network
(b). The filled green vertices are measured, while the excited
vertices are indicated by the red arrows. Identifiability of G4;
in the original network model set is equivalent to that of G4
in the transpose network model set.

Fig. 1b. G’l N is a MISO subsystem with W, W3, Wy, and
Wy as the inputs and w1 as the output, while from the network
graph, it can be observed that:

[T]mi = él,/\/f [T]Nf,fz’ (6)

where R = {2,5,6,7} and NT = {2,3,4,5}. The analysis
of this MISO subsystem actually requires a simpler procedure
than the analysis in [32].

Although vertex 5 in Ny is not measured, the mapping from
R to vertex 5 in the transpose network can be obtained as
Sollows. We take the second row of the equation (I — G)T R=
R, and permute it as

[-G25 1 O1xs] | [T 7| = [Rlax = e2,

with ey the second column vector in the identity matrix. The
transfer function [T5 5 is then represented as [Ty z =
G2_51(92 — [T]Q,fg) = [T];é(eg — [T]277i)' Therefore, the

transfer matrix [T'] - 5 in (6) can be rewritten as
1

Mo = B [T]{374},7:z
Uy lm;},(ez - [T]m)l |

where all the elements can be acquired from measurement
data. By applying the result in [35], we know [T]Nfﬂi is
invertible, since there exists a so-called constrained set of
four vertex disjoint paths from ) NT . As a result, GL NT
can be uniquely obtained by multiplying both sides of (6) by
[T]Xfl_ 7 With Lemma 1 this also implies identifiability of
G N1+T1’ in the original network model set.

[V. IDENTIFIABILITY ANALYSIS IN ACcYCLIC NETWORKS

In this section, the identifiability problem is investigated
for dynamic networks with acyclic topology. We present two
sufficient conditions for identifiability in acyclic networks,
where the first condition provides an analysis approach to
check identifiability and generic identifiability, and the second
condition leads to a synthesis approach for selecting locations
of sensors and actuators to achieve network identifiability.
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A necessary condition for generic identifiability in the case
of partial excitation and measurement can be found in [2],
which states that a dynamic network is generically identifiable
only if every vertex in the network is either excited or mea-
sured. Other necessary conditions for identifiability of dynamic
networks have been provided in e.g., [15], [35], [38] in the
setting of either full excitation or full measurement. These
necessary conditions are naturally necessary conditions in the
case of partial excitation and measurement, as formulated in
the following proposition, taken from [4].

Proposition 1 Consider the network model set M in (2) with
R €V and C €V the excited and measured vertices. If M
is identifiable from [Tc r, then

Rank ([T] N;,R) — N,
and Rank ([T]C,N;f) = |,/\/’j+|’

(7a)
(7b)
hold for each j €V and for all 6 € ©.

Note that the generic rank of a transfer matrix can be
characterized using a graphical concept, called vertex-disjoint
paths [15], [39]. Specifically, for any submatrix Tz 4 of the
parameterized transfer matrix T'(g, 6) in (3),

gRank ([T']5,4) = ba-s, 8

where b4, 5 is the maximum number of vertex-disjoint paths
from A € V to B € V. With the relation (8), the two rank
conditions in (7) can be reinterpreted based on the underlying
graph of the model set: If a network model set M in (2) is
(generically) identifiable, then

bR_)N; = |,/\/'Jf|, and b/\fjf—»(: = |./\[j+|7 9)

for each vertex j € V.

In the case that the vertices are either all excited or all
measured, the conditions in (7) and (9) become sufficient
for identifiability and generic identifiability, respectively, see
the results in e.g., [15], [38], [35]. A necessary conditions
for network identifiability is presented in [4] by using the
associated bipartite graph of the network, and the conditions
lead to a necessary and sufficient condition for identifiability in
circular networks. However, these conditions are not sufficient
to determine identifiability of networks in general where not
all vertices are excited or all vertices are measured.

A. Sufficient Condition for Identifiability in Acyclic
Networks

By exploiting the structural property of acyclic graphs, we
present sufficient conditions for the identifiability analysis in
dynamic networks with acyclic topology.

Note that any acyclic graph G does not contain directed
cycles and thus every path in G between two distinct vertices
has a finite length. A path p from 4, to ¢; in G is a sequence
of edges (in,in—1), (in—1,in—2), ..., (i3,12), (i2,41), where
each node ig, k = 1,2,...,n, appears once on the path. We
then denote the flow along the path p as the transfer function

TP = G

Ip 01 1182 G’izis T Gin—zin—lG’in—lin'
property of an acyclic network is then given.

The following

Lemma 2 Consider the network model in (1) with the under-
lying acyclic graph G. Then, the following statements hold.
(@) Ty =1, for all vertices in G;
(b) Tji =0, if j ¢ %i;
©) Tji=>,pTl,; forall je R,
where the set %; collects all the descendants vertex i, and P
is the set of all paths from i to j.

For given sets of excited and measured vertices, identifia-
bility of G essentially reflects if we can uniquely obtain G
from the submatrix [T]¢ . Lemma 2 indicates that every
nonzero entry 7); in the matrix [T]¢ & is the net flow from
i to j, namely the sum of the flows along every path that
starts at ¢ and ends at j. Based on that, we present an iterative
procedure to check the identifiability of individual modules in
an acyclic network, where we say a flow is unknown at the
k-th iteration if it contains at least one parameterized module
whose identifiability has not been determined in the previous
k — 1 iterations.

Initially, all the paths containing parameterized edges are
unknown, and we use Proposition 2 to iteratively determine the
identifiability of each parameterized module in the network.
The modules that are shown to be identifiable after the current
iteration will be considered as known in subsequent iterations.

Proposition 2 Consider the network model set M in (2) with
R uUC =V and all the models satisfying Assumption 1. Then,
G is identifiable in M from T¢ r at the k-th iteration,
if there exists an excited vertex i and a measured vertex j
such that every unknown flow from i to j at the k-th iteration
contains the module G, .

The detailed proof of Proposition 2 is provided in Ap-
pendix C. When implementing the condition in Proposition 2,
we may encounter one of the following two cases. One, we
find an excited vertex ¢ and a measured vertex j such that all
the paths from 4 to j pass through a common edge (v, i1), then
the parameterized module G, is identifiable and becomes a
known module in subsequent iterations. Two, the paths from
an excited vertex ¢ to a measured vertex j can be divided
into two sets: one set only contains known flows (i.e. all the
modules on the paths are known), and the other set P contains
unknown flows and each of them contains the module G, .
Then the parameterized module G/, is identifiable according
to Proposition 2. The following corollary presents some special
results of Proposition 2.

Corollary 1 Consider the network model set M in (2) with
R uC =YV and all the models satisfying Assumption 1. Then
the following statements hold.
(a) If there exists a unique directed path from an excited
vertex i to a measured vertex j, then all the modules in
the path are identifiable in M from T};.
(b) A tree network is identifiable if the root is excited, and
all the leaves are measured.
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Fig. 2: An acyclic network, in which identifiability of all the
modules can be verified by using Proposition 2.

The first statement is obtained directly from Proposition 2.
The condition in the second statement has been proven to
be necessary and sufficient in [2], while the sufficient part
can be easily proved using the first statement, as there is
always a unique directed path from the root to every leaf
in a tree network. For some acyclic networks, the results in
Proposition 2 and Corollary 1 provide an efficient analysis tool
for identifiability of single modules or even a full network.

Example 2 With this example, we demonstrate the use of
Proposition 2 and Corollary 1 in the acyclic network shown
in Fig. 2, where vertices in R = {1,2,3,4,5} are excited,
and vertices in C = {5,6,7} are measured. We consider the
identifiability from the submatrix [T)c r. Observe that T
represents a unique flow from vertex 1 to vertex 6, then both
G31 and Ggs are identifiable in M due to condition (a) in
Corollary 1. Similarly, Tso, Tg4, T74, Tr5 represent unique
flows between corresponding vertices, leading to identifiability
of modules Gsa, G34, Gr4, and Grs, respectively.

Now, all the modules indicated by the blue color are iden-
tifiable and thus become known for determining identifiability
of Gyo and Gis. Since the edge (2,4) appears in the only
unknown path from vertex 2 to vertex 7, it follows from
Proposition 2 that G4 is identifiable in M. Then, the module
G129 is the only unknown module in M, which is also the only
unknown edge in the paths from 2 to 6 and hence identifiable.
As a result, the entire network is identifiable from [Tc .

The conditions in Proposition 2 and Corollary 1 require
finding a path between a specific pair of vertices for checking
identifiability in each iteration. In some cases, e.g., tree
networks or the network in Fig. 2, these conditions are able
to determine identifiability of the full network, i.e. all the
modules in a network. However, for networks with general
topology, the conditions may only be able to determine the
identifiability of a subset of modules in the network, rather
than the full network. For instance, if we modify the network
in Fig. 2 by adding a new edge (4,6), then we cannot
determine the identifiability of modules G'3 4 and G 4 in this
modified network by using the conditions in Proposition 2 and
Corollary 1.

Next, we develop a new condition to check identifiability of
the model set of an acyclic network in the general case. The
following main result is provided to determine identifiability
based on a vertex-wise inspection.

Theorem 1 Consider the network model set M in (2) with all
the models satisfying Assumption 1. Let R €V and C SV be
the sets of excited and measured vertices such that RuC = V.
The model set M is identifiable from [T']c r if the following
conditions hold:

(a) Every measured vertex j in the network satisfies

Rank ([T]y- ) = W, I

(b) For each unmeasured (and excited) vertex j, there exist a
set of measured vertices C; and a set of excited vertices
R; such that ./\/j_ cCy, jE€R, and

Rank ([T]c; »;) = |R;l,

Rank ([T]e, (=, 0s,05) = IRil =1,
where /(\/j_ c /\/j_ collects all the unexcited in-neighbors
of j, and Sj := /Vj_ U <Uiej\/’j_ j\/;r)

In Theorem 1, we leave out the dependence on the delay
operator ¢ and parameters 6 in the transfer matrices for ease
of notation, while the equations (10), (11), and (12) should
hold for all # € ©. The proof is given in Appendix D.

The conditions in Theorem 1 are now discussed. The
two conditions provide vertex-wise checks for measured and
unmeasured vertices in the network separately. Condition (a)
requires a sufficient number of excitation signals to the in-
neighbors of each measured vertex, which coincides with
the rank condition for network identifiability in the full-
measurement case [38]. Condition (b), on the other hand,
is presented for checking the identifiability of the MISO
subsystem G+ j regarding each unmeasured vertex j in the
network. For an unmeasured vertex J, the set §; is fixed, which
is a union of the j’s unexcited in-neighbors (i.e. ]\A/'j_) and the
out-neighbors of all the j’s in-neighbors, (i.e. | J,. e N).
Then, to check condition (b), we find a set of excited vertices
R ; containing j and a set of measured vertices C; that includes
all the unexcited in-neighbors of j, and further check if R;
and C; satisfy the two rank requirements in (11) and (12).

Next, we illustrate the two constraints in (11) and (12)
by using Fig. 3. Here, the set S; = {j,c1,c2,n1,n92,n3}
collects all the unexcited in-neighbors of j, i.e. ./\A/'j_ = {c1, 2},
and all the out-neighbors of j’s in-neighbors | J,_\— Nt =

(10)

(an
(12)

{j,m1,n2,n3}. To apply the two conditions (11) and](12), we
find a set of excited vertices R; with j € R; and a set of
measured vertices C; that includes A;” € C; and a measured
descendant k. In Fig. 3, we choose R; = {j,71,72,73,T4,75}
and C; = {k,c1,c2,¢3,c4,05} such that the transfer matrix
[T]c,®, in (11) has full column rank. This is guaranteed by
the |R ;| = 6 vertex-disjoint paths from R ; to C;, indicated by
the red dashed arrows, in which there is a directed path from
Jj to a measured vertex k € C;. Besides, with (R; U S;)\j =
{j,r1,72,73,74,75,C1, C2,N1, N2, N3}, Rank ([T]ijnj\j)
|R;|—1, as there are 5 vertex disjoint paths from (R; US;)\j
to C;. Therefore, (12) is fulfilled.

We provide additional insight into the condition (b) of Theo-
rem 1 to facilitate understanding of readers. For an unmeasured
vertex 7, (11) implies that there is a measured descendant of
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Si\j R; G

Fig. 3: An illustration of the second condition in Theorem 1,
where the green circles indicate measured vertices, and dashed
arrows represent paths.

j, denoted by k, and k € C;. Note that the columns of matrix
[T]e;,(r,;us;) in (12) contain two compartments: [T']¢; = \;
and [T]e¢, s,\;» and

Rank ([T]ijRj\j) = Rank ([[T]Cj’Rj\j [T]Cj’sj\j]) :
(13)

It follows from (8) that, for a set of |R;| — 1 vertex disjoint
paths from |R;\j| to C; in the graph, there are no paths from
S;\Jj to C; that are vertex-disjoint with the set. This implies
that each vertex path from S;\j to the descendant k should
be “blocked” by either:

« a measured vertex to which there is a vertex-disjoint path
from R; (e.g., c1, c2, c3, and c5 which have vertex
disjoint paths from 7y, 79, 73, and 75, respectively in
Fig. 3), or

- an excited vertex that has a vertex disjoint path to C;
(e.g., 4 and r5 which have vertex disjoint paths to cq4
and cj, respectively in Fig. 3).

In the special case where all the in-neighbors of vertex j are
measured, and j is their only in-neighbor, we can simply define
Cj:=Nj ukand R; := R;uj where R;, with [R;| = [N |,
denotes a set of excited vertices having |./\f]_| vertex disjoint
paths to ./\/j*, and these paths are also vertex disjoint with the
path from j to k.

Remark 2 Note that (12) can also be interpreted using the
concept of disconnecting set, as follows. If (13) holds, there
is a disconnecting set D with |D| = |R;| — 1, whose removal
will lead to absence of paths from R;\j to C; and from S;\j
to C;, simultaneously. In Fig. 3, this set can be chosen as
D= {01,2270377“4,7“5}. Note that the unexcited in-neighbors
of j, ie. ./\/;7, are contained in Cj, S;, and D simultaneously.

The rank conditions in Theorem 1 can also be represented
by means of vertex disjoint paths for generic identifiability of
M as in e.g., [3], [15], [39], [32]. Specifically, the following
graph-based result is obtained directly from Theorem 1.

Corollary 2 Consider the network model set M in (2) with
R and C the sets of excited and measured vertices such that
R uC = V. The model set M is generically identifiable from
[Te = if the following conditions hold:

(a) Every measured vertex j in the network satisfies

(b) For every unmeasured but excited vertex j, there exist a
set of measureci vertices C; and a set of excited vertices
R; such that N;” < Cj, j € Ry, and

15)

(16)

br,—c; = [Ryl,
br;us e, = IRil =1,

where /\7{ c /\f{ collects all the unexcited in-neighbors
of j, and S; := /\Af{ V) (UieNf ./\/f)

The conditions of Corollary 2 or Theorem 1 lead to the
following result, with the proof contained in the proof of
Theorem 1.

Proposition 3 Consider a network model set M with the
same setup as in Theorem 1. If the two conditions in Theorem 1
or Corollary 2 hold, then all the sources in the network are
excited, and all the sinks are measured.

This is actually necessary for the identifiability of a network
model set in the partial excitation and measurement setting,
for more details see [3], [2]. Moreover, we can show that if
condition (b) in Corollary 2 is satisfied, then the following
result holds, the proof of which is added in Appendix E.

Proposition 4 Consider the setting of Corollary 2. If (15) and
(16) hold, then

bR_)N; = |J\fj_|7 VieR,j¢C. 17)
The condition (17) holds for all unmeasured and excited ver-
tices in the network, and combining this with (14) leads to the
first necessary condition in (9). However, inferring the second
necessary condition from Corollary 2 is not straightforward,
since the proof of the theorem is based on analyzing the in-
neighbors of each vertex rather than the out-neighbors.

In the following example, we illustrate how to determine
identifiability on the basis of network topology by using
Corollary 2.

Example 3 This example demonstrates how to use the con-
ditions in Corollary 2 to check network identifiability of the
model set M of the full acyclic network in Fig. 4. First, it is
not hard to verify that each measured vertex in C = {3,4,5}
satisfies (14), with R = {1,2,4,6}. Then, to verify generic
identifiability of M, we apply condition (b) in Corollary 2 to
check the unmeasured vertex 1, 2, and 6.

Note that for the source vertices j = 1,6, we have
./\/'j_ = &, which implies S; = &. Thus, the condition (b)
in Corollary 2 becomes: br,c;, = |R;| and br\jc, =
[R;| — 1, which is satisfied by simply choosing R; = {j} and
C; = {5}. Next, vertex 2 is checked, which has the in-neighbors




IEEE TRANSACTIONS AND JOURNALS TEMPLATE

4 5 6

Fig. 4: An acyclic network, in which all the vertices satisfy
the conditions in Theorem 1. Thus, the network model set is
identifiable.

Ny = {1,5} and ./\A/'Q_ = {5} unexcited. Therefore, we have
Sy =Ny u (Uz‘eN; /\/f) = {2,4,5}. Consider Ry = {2,4}
and Co = {3,5} that satisfy (15), i.e. br,,c, = 2. It can be
verified that big, s,)\2-Cy = b{4,5}_){3,5} =1, i.e. condition
(b) in Corollary 2 is also fulfilled. As a result, all the vertices
in this network satisfy the conditions in Corollary 2, and thus
the model set M is generically identifiable from [T]c .

To prove the result in Theorem 1, we utilize the hierarchical
structure in an acyclic network that partitions the vertices
into different layers. We refer to Appendix D for the detailed
reasoning. The conditions in Theorem 1 are the result of a
vertex-wise analysis starting from the top layer to the lower
ones. It is worth noting that (10) is also a necessary condition
for measured vertices, while for every unmeasured vertex,
condition (b) in Theorem 1 needs to be satisfied to guarantee
that each module with this vertex as an output is identifiable
in M. In contrast to Theorem 1, we can also apply dual
reasoning that starts from the measured bottom layer in an
acyclic network. Then, we will find an alternative condition
for identifiability as follows.

Corollary 3 Consider the network model set M in (2). Let
R S VandC SV be the sets of excited and measured vertices
such that R v C = V. The model set M is identifiable from
[Te. = if the following conditions hold:

(a) Every excited vertex i in the network satisfies
Rank ([T]¢ v+ ) = ;')

(b) For each unexcited but measured vertex 1, there exist sets
0[ measured vertices C; and excited vertices R; such that
N c Ry i€y, and

Rank([T]CuRi) = |Ci|’

Rank ([T](¢,usniR:) =
where ./\A/;r c Nt collects all the unmeasured out-
neighbors of i, and S; := N;* U (UjeNgr /\/‘{)

|Cl| _1’

The results can be proved by directly applying Lemma 1,
considering the transpose network of M, and thus is omit-
ted here. Similarly, we can extend the rank conditions in
Corollary 3 to path-based conditions for generic identifiability
of M, where, dual to condition (b) in Corollary 2, we will
have b/\ff’ﬁc = |Cl| and bRiﬁci = bR1—>(CZuSZ)\1 +1= |Cl|
replacing the rank conditions in Corollary 3(b).

Remark 3 All the rank conditions in Theorem 1 and Corol-
lary 3 can be regarded as a generalization of the conditions
in the full measurement case [38] or the full excitation case
[15], [35]. If all the vertices are measured, only (10) is
required. When all the vertices are excited, we turn to verify
condition (b) of Theorem 1 or Corollary 3 for each vertex i.
Moreover, we can reformulate (11) and (12) by considering the
identifiability of the modules G N+ in the MISO subsystem.
To this end, j in (12) is replacedl by /\f;r so that (12) holds
immediately. Now, we have Rank([T]c, =,) = |R;| for some
sets C; © C and R; S R, where /\/l-+ C R;. Clearly, it is
equivalent to Rank([T],. Nfr) = |N"|, that is the necessary
and sufficient condition for network identifiability in the full
excitation case.

B. Allocation of Actuators and Sensors in Acyclic
Networks

In this part we present an alternative result for verifying
identifiability of an acyclic network. While the rank conditions
in Theorem 1 and Corollary 3 have provided an instrumental
tool for verifying identifiability of an acyclic network model
set, the concerned conditions are formulated in terms of a
vertex-wise analysis. That is to say, for each vertex, it has to
be checked separately whether the conditions for identifiability
are satisfied. Besides the computational burden that such a
procedure entails, it is also an analysis result that is less
suitable for addressing the synthesis question: which vertices
to excite and which nodes to measure so as to guarantee
network identifiability? This question is about generating a
valid Excitation and Measurement Pattern (EMP) (see [19]
for the definition) for a dynamic network. In the subsequent
part, we present a synthesis scheme to allocate excitation and
measurement signals for identifiability of an acyclic network
model set. This will lead to alternative and more compact
identifiability conditions.

To this end, we resort to a graph covering approach in-
troduced in [6] for general (cyclic) dynamic networks. In
[6], all the vertices in a directed network are measured,
and the allocation of excitations is based on decomposing
the underlying graph of the network into edge-disjoint pseu-
dotrees, whose roots are supposed to be excited for generic
identifiability. In this work, we extend the work in [6] to
the partial excitation and measurement case. Because we are
handling acyclic networks, the disjoint pseudotrees can be
relaxed to disjoint directed trees, as explained next.

A directed tree, denoted by T, is a special acyclic graph
containing a unique root vertex, from which there is exactly
one directed path to every other vertex in 7. The sinks in 7~
are also called leaves, and the vertices that are neither the root
nor leaves of 7 are internal vertices. Analogously, an anti-tree
T is defined, where each vertex in T has exactly one directed
path to a unique root vertex, while all the sources in T are
called leaves.

Then, following the definition of disjoint pseudotrees in [6],
we define the concept of disjoint trees for acyclic graphs.
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Definition 3 (Disjoint trees) In a directed acyclic graph G,
two trees T1 and Ts are called disjoint if
@) E(Ti) nE(T2) = &:
(b) E; € E(Th) or E; € E(T2), ¥V j € V(Th) u V(T2),
where E; :={(j,i) € E(T1) v E(Tz) | i € N7}

Condition (a) means that 7; and 75 do not have shared
edges, and condition (b) requires that all the edges leaving
from the same vertex must belong to the same tree. Analo-
gously, we can define disjoint anti-trees: Two anti-trees 77 and
T2 are disjoint if 71 and T3 do not share edges, and the edges
enter a common vertex are included in the same anti-tree.

It should be emphasized that there always exists a set of
disjoint trees/anti-trees covering all the edges of an acyclic
graph, and the covering is not unique. This above statement
can be proved directly following [6]. Based on that, we present
a new identifiability condition for acyclic networks as follows.

Theorem 2 (Tree/Anti-Tree Covering Conditions)
Consider a network model set M associating with an
acyclic graph G with ¥V = R u C. Then, M is generically
identifiable if either of the following two conditions holds:

(@) G can be decomposed into a set of disjoint trees, and
for each tree, its root is excited and all the leaves are
measured.

(b) G can be decomposed into a set of disjoint anti-trees,
and for each anti-tree, its root is measured, and all the
leaves are excited.

Compared to Corollary 1 in [6], where all the vertices are
assumed to be measured and the goal is to allocate actuators
only, Theorem 2 presents generic identifiability conditions for
dynamic networks with partial excitations and partial mea-
surements, which can be used to allocate both actuators and
sensors. The detailed proof is presented in Appendix F. Note
that the second condition in Theorem 2 can be proven using
the results in Section III on transpose networks, but please
note that the two conditions in Theorem 2 are dual but not
equivalent. Even if there does not exist a disjoint tree covering
obeying condition (a), we may still find a set of disjoint anti-
trees that covers all the edges of G and satisfies condition (a).
Thus, the two conditions are actually complementary to each
other. The following example is given to show this point.

Example 4 Consider a model set M governed by the dynamic
network in Fig. 5a, where we can find two disjoint trees,
highlighted by the blue and red colors, cover all the edges
of the graph, while their roots (vertices 1 and 5) are excited,
and the leaf (vertex 8) is measured. Therefore, it follows from
condition (1) in Theorem 2 that M is generically identifiable.
Note that each of the vertices 2, 3, and 4 can be either excited
or measured here, since they are neither the roots nor the
roots of the blue tree. However, we cannot apply condition
(b) to check the generic identifiability of the dynamic network
in Fig. 5a, as we cannot find a set of disjoint anti-trees with
measured roots and excited leaves in this graph. In contrast,
condition (b) can be used to check the generic identifiability
of the network in Fig. 5b, where vertex 4 is measured and

(b)

Fig. 5: Generic identifiability analysis of an acyclic network
using Theorem 2. (a) The network is decomposed into two
disjoint trees, indicated by different colors, and each tree has
an excited root and measured leaves. (b) An anti-tree covering
is found in a network with the same topology as in (a), where
each anti-tree has a measured root and excited leaves.

vertex 5 is not excited. Then, we can find two disjoint anti-
trees indicated by the blue and red colors, both with measured
roots and excited leaves, so that condition (b) can be applied
to yield generic identifiability of M in this case.

Compared to the sufficient conditions in Theorem 1, the
conditions in Theorem 2 are more conservative. This conser-
vativeness is embodied in the following facts:

(a) If condition (a) of Theorem 2 holds, then |./\/j*| < 1 for

every unmeasured vertex j in the network;

(b) If condition (b) of Theorem 2 holds, then |N;"| < 1 for

every unexcited vertex ¢ in the network.
The above necessary conditions can be verified by using
the disjointness property of trees and anti-trees. They are
implicitly required when applying the two conditions in The-
orem 2. Despite the conservativeness compared to Theorem 1,
Theorem 2 provides more compact conditions on the level
of a full graph rather than a vertex-wise analysis. This will
facilitate the development of a synthesis procedure for the
signal allocation problem in acyclic networks.

C. Algorithm

Given an acyclic network without any excitations and mea-
surements, the objective of the synthesis problem is to allocate
a minimum number of actuators and sensors, i.e., |R| + |C
to achieve generic identifiability of the network.

Generally, minimizing |R| + |C| is often challenging, par-
ticularly in the context of large-scale networks. Therefore, we
devise a graph-based algorithm using Theorem 2 to tackle this
problem in a heuristic manner. The main steps follow similarly
as in [6], where we have presented a heuristic algorithm to
find a set of disjoint pseudotrees to cover all the edges in a
cyclic graph. In the following, we devise a two-step scheme for
signal allocation in acyclic networks. The detailed procedure
is elaborated with an illustration of an example in Fig. 6.

1) Tree Covering: For any acyclic graph, we can always
find a set of disjoint trees covering all its edges. Due to
the identifiability condition in Theorem 2, it is desirable to
have a covering with a minimum number of trees. However,
this minimal covering problem is a combinatorial optimization
problem, whose solution is not unique. Therefore, we adopt the
following heuristic approach to find a locally optimal solution
to the tree covering problem.

’
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First, G is decomposed into a set of minimal trees, where
a minimal tree is a tree that consists of a vertex and all
its out-neighbors with all the edges leaving the vertex and
entering the out-neighbors. Note that any acyclic graph admits
such a decomposition and any two minimal trees that have
no common vertices are disjoint [6]. In Fig. 6a, a graph of
20 vertices is partitioned into 16 minimal trees indicated by
different colors. Starting from the minimal tree covering, we
recursively merge two trees into a single tree if their union
remains a tree such that the total number of trees required to
cover the graph is reduced. For the graph in Fig. 6a, a tree
covering is generated, shown in Fig. 6b, which contains only 7
disjoint trees. It can be verified that for this specific example,
the resulting tree covering has a minimum cardinality, i.e. the
number of trees in the covering is minimal.

Remark 4 Note that the obtained tree covering for a graph
depends on the order of merging. While the minimum covering
is not always guaranteed, the algorithm can converge to
feasible tree covering. In [6], a heuristic graph merging
algorithm is proposed to find an effective solution. The details
are omitted in this paper.

2) Signal Allocation: A direct application of condition (a) in
Theorem 2 implies that we can allocate excitation signals at
the roots of the trees in the resulting covering and measure
all the leaves of these trees, while the rest of the vertices in
the graph can be either excited or measured. condition (a) in
Theorem 2 then guarantees the generic identifiability of the
model set of this acyclic network.

Note that if two or more trees have a vertex in common, this
shared vertex has to be a leaf of a tree and hence is required
to be measured, which may lead to a set of measured roots in
the trees, coinciding with R n C, while the other vertices in
G are either excited or measured. For the network in Fig. 6b,
the roots %; = {2,3,4,6,7,17,20} are to be excited, and the
leaves .%; = {3,5,6,7,8,9,10,11,12,13,15,16, 18} are to be
measured. The remaining vertices 1, 14, and 19 are internal
vertices in the trees that can be either excited or measured.
In this example, we choose to excite vertices 1 and 14 and
measure vertex 19. Then, the network model set is generically
identifiable due to Theorem 2.

Observe that when |R| + |C| is minimized, it equivalently
yields a minimum number of vertices that are excited and
measured simultaneously, i.e. |R nC| is minimized. It is worth
pointing out that finding a covering with a minimal number of
trees does not necessarily imply that |R| + |C| is minimized.
To further reduce the number of required signals, a subsequent
operation is taken to check the redundant excitation signals
assigned to the vertices in the set R nC by using Corollary 2.
Removing these unnecessary excitation signals further gives a
smaller cardinality of R n C.

Specifically, we inspect each tree 7 whose root is an
element in R N C that is excited and measured simultaneously.
If the network model set remains generically identifiable after
removing the excitation signal on the root of 7y, i.e. all
measured vertices in T still satisfy (14), and all the excited
vertices in 7T fulfill the conditions in (15) and (16), then we

(b) Tree Covering and Signal Allocation

Fig. 6: Tllustration of the tree covering method for actua-
tor/sensor allocation. (a) An acyclic graph is covered by a
set of disjoint minimal trees, which are indicated by different
colors. (b) A tree covering with a minimum cardinality. The
roots and leaves of the trees are to be excited and measured,
respectively. Furthermore, r5 is redundant for generic identi-
fiability by applying Corollary 2 and thus can be removed.

can take out the excitation signal allocated at the root of 7.

We consider the network in Fig. 6b as an example. Observe
that RnC = {3, 6, 7}, which are all measured root vertices. If
we remove 75 on vertex 6, the resulting network will remain
generically identifiable since b - = |N_| holds for
both measured vertex k = 7 ;};{16}5 frflk the c|ya]i1|tree. Note
that we cannot remove r3 in the black tree, since vertex 9 in
this tree has four in-neighbors and according to condition (a)
of Corollary 2, four vertex-disjoint paths are needed from
the excited vertices to its in-neighbors, which would not be
satisfied if r3 is removed Following a similar reasoning, we
cannot eliminate rg by analyzing the number of in-neighbors
of vertex 8 in the blue tree.

Remark S5 The above procedure utilizes the first condition
in Theorem 2 to find the two potential sets R and C for
allocating actuators and sensors, respectively. Alternatively,
we can also design a different scheme according to the second
condition in Theorem 2, where an anti-tree covering of G
is considered. Particularly, we first seek for a minimum set
of disjoint anti-trees that cover all the edges of G and then
allocate sensors and actuators at the roots and leaves of
the anti-trees, respectively. To pursue a minimum number of
measured vertices, we apply Corollary 3 to check if the vertices
in R n C are necessary to be measured. We apply the anti-
tree covering scheme to the network in Fig. 6 and obtain a set
of anti-trees as shown in Fig. 7, where the roots of the anti-
trees, i.e. %, = {5,6,10,11,13, 16, 18, 19}, are measured, and
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Fig. 7: Ilustration of the anti-tree covering method for ac-
tuator/sensor allocation. The acyclic graph in Fig. 6 is now
covered by a set of disjoint anti-trees, which are indicated
by different colors. In each anti-tree, the root is measured,
and the leaves are excited. Furthermore, it can be verified
that the measurement at vertex 10 is redundant for generic
identifiability and thus can be removed.

the all the leaves in £, = {2,4,7,8,10,12,13,14,15,17,20}
are excited. The internal vertices, including 1, 9, and 19, can
be either excited or measured. Thereby, we have R n C =
{6,10,13}. Notice that byy+_,c\ (10 = V.| holds for all the
vertices in the anti-tree rooted at vertex 10. Therefore, we can
further remove vertex 10 from C, and the network model set
will remain generically identifiable.

V. CONCLUSIONS

In this paper, we have analyzed identifiability in acyclic
dynamic networks where only partial excitation and measure-
ment signals are available. The concept of transpose networks
is introduced, whose identifiability is shown to be equivalent
to identifiability of its corresponding original network. We
have also presented a necessary condition for identifiability
of general networks, where the identifiability problem is
interpreted as solving a system of nonlinear equations with
the parameterized modules as indeterminate variables.

The other major contribution of this paper is to present two
sufficient conditions for identifiability of acyclic networks. The
first condition can be implemented to analyze identifiability
of a given acyclic network based on a vertex-wise check. The
second condition, on the other hand, is established using the
concept of disjoint tree/anti-tree covering and is instrumental
in developing an algorithmic procedure that selects excitation
and measured signals such that an acyclic network is generi-
cally identifiable.

APPENDIX
A. Proof of Lemma 1

From Definition 1, a module G/ is identifiable in the model
set M if and only if the following implication holds:

CT(q,00)R = CT(q,01)R = Gi;(q,00) = Gij(q,01), (18)

for all 6,6, € ©. Analogously, the network identifiability of
a module Gj; in the model set M(G’) is equivalent to the

implication

RT(I —G(g,00)7'CT = RT(I — G(g,61))7'CT
= Gji(q,00) = Gji(q,01), (19)

Observe that (CTR)T = RT(I — G)~'CT, which is the
transfer matrix of the transpose network. Therefore, the equa-
tions on the left-hand side of implications (18) and (19) are
equivalent, from which the first claim immediately follows.
The second statement on the overall model set is obtained by
applying the above reasoning to all the modules in the network
model (1).

B. Proof of Lemma 2

The analytic function T can be expanded in the Taylor series
as
o€«
T=(1I-G)'=I+) G~ (20)
k=1
To prove the two statements in the lemma, it is sufficient to
show that, for any k > 1, [G*];; = 0, and [G¥];; is the sum
of all directed paths from j to ¢ of length k.

We proceed with the proof by induction on k. For k = 1,
the result holds immediately, since G' = G, where the main
diagonal entries are all 0, while each nonzero off-diagonal
entry G;; presents a path of length 1 from j to 7. Assume
now that the inductive hypothesis holds for some k£ > 1. Note
that any path of length k£ + 1 from j to ¢, with ¢ # j, consists
of an edge G, for some vertex z € NV, and a path of length
k from 7 and z. It then gives

[GFH1]; = Z GG
zEN’f

21

where [G*].; represents the sum of all directed paths of length
k from j to z. Therefore, the expression of [G*+1];; in (21)
implies the sum of all directed paths of length k + 1 from j
to 4. For the case that i = j in (21), [G¥].; = 0 holds since
G is acyclic, e.g., there is no directed circle from vertex ¢ to
itself, which leads to [G**1];; = 0. That completes the proof.

C. Proof of Proposition 2

Let P be the set of all paths from ¢ to j. If the condition
in Proposition 2 holds, then the mapping T};, without loss of
generality, can be represented as

Tji = T’j/LG;LuTui + Trema
where Tj, = > .p T/, and T,; = 3 TP ., where the

- pEPy T v—1?
sets P; and P, collect all the paths from p to j and from
i to v, respectively. Ty represents all the flows from ¢ to
7 that exclude the ones in P and do not contain the edge
(v, ). It implies that all the flows in Tyey, are known from the
previous k£ —1 iterations. Note that P contains all the unknown
paths corresponding to the transfer matrix 75, G ., T}, which
is known and computed as Tj; — Trem.

Then, the identifiability of G, in M is analyzed for four
situations by considering different excitation/measurement pat-
terns of nodes y and v: either y is excited and v is measured,

(22)
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or the contrary or both are excited or both are measured. First,
if vertex v is measured, and p is excited, then T}, and T,;
can be obtained so that G, = Tjj (Tji — Trem)T, V_il. Second,
if vertex v is excited, and y is measured, then G/, can be
directly obtained from the mapping 7},,, yielding that all the
paths from v to p other than G, are known from Tiep.
Third, if both vertices . and v are excited, the two terms
T}, and T}, = Tj, G, in (22) can be obtained due to excited
vertex ¢ and measured vertex j. From the two terms, G,
can be obtained. For the fourth situation where p and v are
both measured, we simply compute G;; from the two terms
T, = GuTy; and T); in (22), which shows the identifiability
of Gy, in M.

D. Proof of Theorem 1

In our previous works [31], [32], the concept of disconnect-
ing sets has been used as a key enabler for analyzing network
identifiability and addressing the excitation and measurement
allocation problem within a single module setting. In this
paper, we also capitalize on the properties of disconnecting
sets to prove the identifiability conditions for a full network
in Theorem 1.

1) Useful Preliminary Results: Before proving Theorem 1,
two important properties of disconnecting sets are recapped
from [28], [31], [32]. First, the concept of disconnecting sets
is closely related to vertex disjoint paths, as presented in the
well-known Menger’s theorem.

Theorem 3 [28] Let X and Y be two vertex subsets in a
directed graph G. Let D be a minimum disconnecting set from
X to Y. Then,

|D| = bX—»y,

where bx_,y is the maximum number of vertex disjoint paths
from X to ).

(23)

It is further shown in [31] that we can obtain a factorization
of the mapping from the vertex signals from & to ) in a
dynamic network by means of a disconnecting set D from X
to Y in the associated graph. This factorization is instrumental
for the proof of Theorem 1.

Lemma 3 [31], [32] Consider a network model in (1) asso-
ciated with a directed graph G, and the transfer matrix T in
(3). Let D be a disconnecting set from X to Y in G. Then
there exist proper transfer matrices K and Q) such that

[Tly,x = K[T]p,x = [T]y,pQ:

where K is left invertible if Rank([T]y p) = |D
right invertible if Rank([T]p x) = |D|.

(24)
, and Q is

2) Proof of Theorem: Thanks to the properties of discon-
necting sets in Theorem 3 and Lemma 3, we are ready to
prove Theorem 1. The proof relies on a particular property of
acyclic graphs, that is a hierarchical structure in terms of vertex
reachability. Specifically, for any acyclic graph G, we can
partition its vertex set V into different layers (subsets), denoted
by L1,Lo,---, Ly with N < L, such that the following
conditions hold:

(a) The vertices in the same layer cannot reach each other;
(b) For any two layers £,,, £, with p < v, there is a vertex
in £, that can reach a vertex in £,, but not vise versa.

Note that there may be multiple options to partition the vertices
in an acyclic graph G to form a hierarchical structure. In this
proof, we consider a specific one where the top layer £ is
the set of source vertices, while the bottom layer £y collects
all the sink vertices. First, the following result is proven for
the vertices in the top and bottom layers and is later used to
analyze the vertices in the other layers.

Proposition 5 All the vertices in L1 are excited, and all the
vertices in L are measured.

Proof: By contradiction, assume a vertex j € Ly is
unmeasured, then j is excited due to R v C = V. From
condition (b) in Theorem 1, it is required that there exists
a set of measured vertices C; such that (11) holds. Since j
has no out-neighbors and j € R;, the j-th column of the
matrix [T']¢; =, is zero, which contradicts (11) that requires
full column rank of [T]¢c, r,. Therefore, all the vertices in
L are measured.

Next, we can show by contradiction that all the vertices k €
L, are excited. Suppose that k is measured but not excited, and
let vertex j to be any out-neighbor of k. If j is measured. Then
we cannot find a set of excited vertices to satisfy condition (a)
in Theorem 1, since k € ./\/j* is a source. If j is unmeasured but
excited, then (11) and (12) should be fulfilled, which implies

Rank ([T]CJ,R]\]) = |R]| —1= Rank ([T]Cj,(Rgij)\j) .
(25)

Note that k € /\A/'j*, which means that & is an element in both
S;\j and C;. Since k ¢ R;\j and k is a source, [T]x % ,\; = 0,
while [T]; s,\; # 0. Therefore,

Rank ([T]Ca‘aﬂj\j) <Rank ([[T]Ca‘ﬁj\j [T]Cjasj\j])
= Rank ([Tle, (r;us0\) »

which contradicts (25). Therefore, all the vertices in £; are
excited. [ ]

Then, identifiability of the network model set M is equiv-
alent to all the modules G'j; being identifiable in M, for all
1€ ./\/'j_ and j in all the layers. We, therefore, proceed by
induction.

First, we analyze the vertices in L. For any measured vertex
j € Lo, all its in-neighbors N~ are sources in Ly, which
are excited, and ./\A/j* = . From each k € ./\/.'77 C L4, the
directed edge (i,7j) is the unique path from i to j, thus we
obtain from Corollary 1 that G; is identifiable in M for all
S j\/j*. For the other vertices in Lo that are not measured,
they are supposed to be excited due to C U R = V. Consider
the modules Gj7 N with j € L5 and /\/J -~ C L excited. Then,

we show identifiability of Gj7 A~ With both J\/j* and j excited
whenever the condition (b) in Theorem 1 is satisfied. In the
following, we extend our result in [32] for single modules to
treat the MISO subsystem regarding the unmeasured vertex j.

Let D be a minimum disconnecting set from (R; U S;)\j
to C;, where in this case, all the in-neighbors of j are in the
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layer £, which are excited, and hence '/\7{ = . Then, §; =
Uien— ;" only contains all the out-neighbors of each in-
neighbor of j. With the relation between transfer matrix rank
and vertex disjoint paths in [34], [15], the rank equality in
(25) leads to

br\ise, = br,us;)\i-e, = DI (26)

It implies that D is also a disconnecting set from R;\j to
C; as well as a disconnecting set from N;*\j to C; for each
i€ J\/'j_. Then, we follow Lemma 3 to obtain that there exist
two transfer matrices (1 and @Q)o; satisfying

[T]Cj,'DQla
[T]c; Qa2
Observe that [T']c, =, is full column rank due to (11), which
implies that [T]¢, % ,\; is also full column rank, and it is
obtained from (26) that Rank([T]¢, =,\;) = |D|- Therefore,

(1 is right invertible from Lemma 3 and its right inverse is
denoted by QJ{ Then, it is obtained from (27) that

[Te, =,Q) Q2.

Furthermore, we take the i-th column of the equation CT'(I —
G) = C that can be permuted to

(27a)
(27b)

[T]Cj RN T
[T, niri =

[T]cj NG T (28)

—Gys
[Tle,s [7) [T, +]| "4 | =
[ Cj.i Cj7Ni+\j Cjyi ] 11 = Uxiy
0
(29)

where C; denotes the i-th column of the matrix C, and C,;
is nonzero if vertex ¢ is measured, and C,; = 0 otherwise.
Substituting (28) into (29) then yields

[T]e,s — Cxi = [Te;,;Gji + [T]cj,nj\jQIQmGN;\j,i-
(30)

Let [C], NT be the submatrix of C' that consists of the columns

in C mdexed by N By stacking all the equations in (30)
for all i € N, we then obtain

[T]cj , /\[Jf - [C]*/\/’j*
= [Te;sGjp- + [Te, =\, @} > Q2iG iy w7

ZENj

~[[Tle,s [Tle, =] i
L 55 s Cj,Ri\j 1 QT Zze/\/_ QZZGN,Jr\] N-
[T]c.‘Rr

€2V

from which G, j;; can be uniquely determined from the
known terms [T]c R, and [T]o \——[C], . since [T]e, 7,
is full column rank as in (11), and the verticesJ in ./\/{ C L, are
excited. So far, it has been verified that for any vertex j € Lo
that is measured or excited, all the modules in G, s are
identifiable in the network model set M if the two condrtrons
in Theorem 1 hold.

To proceed with induction on the layers, we assume that
the transfer vector Gé, N is identifiable in M for each /¢ €

L =Ly ULy U U Lg_1. We aim to show that G ; N is
also identifiable, for all j € L. Notice that the h1erarchlcal
structure of the acyclic graph allows for a permutation matrix
P such that

Gz
Gz

G=P

0 pT
GV\f,V\E

in which all the nonzero entries in GG 7 7 are identifiable in
M. Based on that, we have
I — )1
T = PT(I—PGPT)_lpsz [( (;;L,ﬁ) 0] P7

*

and thus the transfer matrix [Tz » = (I — G 7) ! can be
identified.

Now we consider a measured vertex j € Ly, with ./\/ c E
Then, there exists a set of excited vertices R; € R N C such

that the following relation holds:
[T]j,Rj = Gjﬂj\/]f [T]/\/j*,'/ajv

in which [T N7 R, is a submatrix of [Tz z, and it is full

row rank as vertex j satisfies (7). Then, the entries in G, N

(32)

are uniquely solved from (32), given the fact that both [T ] iR,
and [T] N— R, are identified from the data.

In the case that vertex 7 is unmeasured, j has to be
excited. Then, we follow a similar reasoning as the analysis
for j € Lo and thereby obtain (31). If all the in-neighbors of
j are excited, then identifiability analysis of G N follows

the same argument as j € Lo. While N # &, i.e. there

exist unexcited but measured in- nelghbors of 7, we cannot

acquire all the elements in the transfer matrix [T], . in
PN

(31). However, we note that S; in this case is the union of /\/'j’
and | J,. N ./\f;r that satisfies (12). A minimum disconnecting
set D from (R; uS;)\j to C; is also a disconnecting set from
/\7{ to C;, owing to ./\A/'j* C C;. Lemma 3 is thereby applied
to have

[Tle, 5 = [Tle; pQs = [Tle; =,y Q1Qs,  (33)
and thus [T]c NSO [[T]C NN [T, R\jQIQ3]7
where the vertices in N~ \./\/ are excited, and [1] N\
is known from data. Then (31) can be written as t
|[Tle, wiwr 0] = [Clun- (34)

G
=[[Te.; [Tle. =i Il ,
[[Tle; 5 £ le, =, lQI Yien QG — QIQ;;]
(TIe; =5

in which [T']¢; =, and the two matrices on the left-hand side
can be obtained from the measurement data (y, ). Therefore,
G. j can be uniquely obtained due to the left invertible
transfer matrix [T]c; ®;-

Consequently, by induction, we have verified that G . INT is
identifiable, for all j € £, under the conditions of Theorem 1.
This finalizes the proof.
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E. Proof of Proposition 4
It is implied from (15) and (16) that

brvioe; = [Ril =1 =brusnoe;- (39)

Therefore, there exists a set P of vertex-disjoint paths from
R;\j to C;\k with |P| = |R;| — 1 and a measured vertex
k € C; that is a descendant of j in the acyclic graph G such
that a path p;_,, from j to k is vertex-disjoint with 7. Note
that P is also a set of vertex disjoint paths from R;\j to C;.

The in-neighbors of the unmeasured vertex j can be divided
into two categories: the unexcited but measured vertices N c

C; and excited vertices N =N \N -

First, we prove that there are |N | vertex-disjoint paths in
P from R;\j to N
that there are no |N | vertex-disjoint paths from R;\j to N
X < |N |. Note that R;\j < (R, u S;)\J, and

|N |. Therefore, we obtain

. The proof is by contradiction. Assume

ie. b
b

R\j—
(RyuS; NN, —
brjoe; < bR usN>C;
since b(r,us;)\j—c,; counts not only all the vertex disjoint

paths from R;\j to C; but also |N | vertex disjoint paths from

N c S;\j to itself in C;. This then leads to a contradiction
to the condition (35).

Next, denote Ry := (R;\j) m./\v/j_. If Ry = @, then equa-
tion (17) obviously holds true due to ij\j_) o= W’J 7| Let’s

discuss the case where Ry # <. In this case, we prove that
there are |./\A/' | vertex disjoint paths in P from (R;\j)\Rn to
N We proceed with the proof by contradiction. Assumlng
= N5 |
proved above, there must be a path p;_,,, € 73 from an excited
vertex i € Ry S R;\j to a measured vertex /i € N On the

other hand, we can construct a set Pg of vertex dlS_]OlIlt paths
from (R; u S;)\j to C; as follows:

that bR\ R i < |N |, then, due to b, MoK =

Ps = P\Piap UPisk YDPu—su,

where p,_,, is the vertex p itself, since y is included in both
S; and Cj, and p;_,;, is a path obtained by concatenating the
edge (4, 7) and the path p,_,j. It is not hard to see that p;_,,
Du—p» and the paths in P\pi_, . are vertex disjoint. Therefore,
we obtain

br us;ni—e; = Psl =[Pl +1>brj\joe;

which leads to a contradiction to (35).
Finally, since all the vertices in /\/ are excited, and

bR RN R = = [N | with (R, \J)\RN NN = o, the

equation (17) holds.

F. Proof of Theorem 2

Before we prove the theorem, we provide the following
lemma that we will use.

Lemma 4 Consider a network model set M of an acyclic
graph G with the vertex set ¥V = R v C. If condition (a) in
Theorem 2 is satisfied, then the following statements hold.

(a) For any measured vertex j € V, all the edges from ./\/j*
to j belong to distinct trees.

(b) A vertex j €V can have more than one in-neighbor only
if it is measured.

(©) If a vertex j € V is excited and not measured, then

Wil<t

Proof: The first statement is proved by contradiction.
Suppose that two edges from ./\/; to j are included within the
same tree 7. In such a case, we can identify two distinct paths
from the root of 7 to j in 7. This contradicts the definition of
trees, where only one directed path is allowed from the root of
a tree to every other vertex in the tree. Thus, the edges from
J\fj* to 7 should be included in distinct trees.

From the definition of tree covering, all edges from j to its
out-neighbors are included in the same tree. Therefore, if j
has multiple in-neighbors, then 7 must be an internal vertex
of a tree as well as a leaf of another tree in the tree covering.
The condition (a) in Theorem 2 requires all the leaves to be
measured, and hence j should be measured.

Note that the third statement is the contrapositive of the
second one and hence holds. |

Now we proceed to show the statements of Theorem 2,
and first, we prove that M is generically identifiable if
condition (a) holds. Let G be a composition of disjoint trees
Ti,7T2,---, 7., where all the roots are excited, all the leaves
are measured, and the rest of vertices are either excited or
measured. Therefore, all the sources in G are excited and all
the sinks in G are measured. Furthermore, it follows from
Lemma 4 that a vertex has more than one in-neighbor only if
it is measured.

To prove generic identifiability of M, we show that the
conditions of this theorem imply the graph-based conditions in
Corollary 2. More specifically, we show that (14) is satisfied
for every measured vertex in G, while for each excited but
unmeasured vertex, there exists a measured vertex set C; and
excited vertex set R; including j such that (15) and (16) hold.

First, we consider all the measured vertices in the acyclic
graph G. It is implied in Definition 3 that each vertex and
its out-neighbors are included in the same tree. Thus, for any
vertex j € C, all the edges from the vertices in ./\/'j_ to j belong
to distinct trees. Therefore, there exist at least || vertex-
disjoint paths from the roots of the disjoint trees 71,72, - , T
to ./\/'j_. As in condition (a) of the theorem, the root of each
tree is excited, we have bRTH N7 = |/\/j*|, where R is the
set of all the roots in the trees. As a result, (14) holds because
of Rr € R.

Next, all the unmeasured vertices in G are analyzed, and we
will show that they satisfy the two equations (15) and (16).
Let j be any unmeasured vertex in G, which is excited due to
RuC = V. If condition (a) of Theorem 2 holds, then according
to Lemma 4, |./\/'J_| < 1, i.e., j is a source or has only one
in-neighbor in G. When j is a source, the two equations (15)
and (16) are obvious due to S; = @&. When j has single in-
neighbor ¢ in G, then the set S; in (16) is specified as

Sj = {j\7+/\/i+
1

if 7 is unexcited but measured; (36)
otherwise.
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Furthermore, both vertices ¢ and j are in the same tree, denoted
by 7g, and we can find the first measured descendant of j in
To, denoted by k, such that either (4, k) is an edge in 7Tg, or
there are no measured vertices on the directed path from j to
k. Hereafter, two cases are treated.

Case I: The in-neighbor i is excited, and there is a unique
directed path from i to k via j. In this case, N; = & since
7 does not have any unexcited (and measured) in-neighbors.
Let R; = {j} and C; = {k}, which yields bz, ,¢; = 1, and
bspjoe; = b/\f;f\jacj = 0. Thus, (15) and (16) are satisfied.

Case II: The in-neighbor 1 is excited, and there are multiple
paths from i to k. Let N, . be the subset of in-neighbors of &k
such that for each vertex in N, , there is a path from ¢ to k via
this vertex. Following the definition of disjoint trees, each edge
from a vertex in N, . to k should be assigned to a different
tree, and therefore, we can find [N, | disjoint trees containing
the common vertex k, and we denote the set of these trees by
Y = {70, Ti,..., Te}, where ¢ = |[N, |. Furthermore, in each
tree T,,, m = 1,2, ..., £, there exists a measured vertex, other
than k. We show this statement by contradiction. If there is
a tree 7,, which contains no measured vertex other than k.
Then k is the only leaf of this tree, and there will not be a
path from i to k passing any internal vertex or the roof of 7,.
This gives a contradiction, as 7,, contains a vertex in N, e

Let C; collect one measured vertex in each tree in YT\7p
such that |C;| = ¢ — 1. Furthermore, let R; collect all the
roots of the trees in Y\7p, and hence |R;| = |C;|, and the
vertices in ﬁj are excited by condition (a) of Theorem 2. It is
clear that each tree in Y\7, contains a unique path in the tree
from its root vertex in ﬁj to a vertex in C_j, which implies
br,»c, = |R,| because the trees are disjoint. Furthermore,
these paths are disjoint with the path from j to k in 7y. Then,
we choose R; =R, ujand C; = C; U k to yield

ij*)cj = bﬁj—»@j +bjok = |7§’J| +1= |RJ|

Furthermore, we note that removing C; results in no paths
from N;" (excluding j) to k, and hence

bir,on e, = bRivoe; = IRj1— 1.

Thereby, both (15) and (16) are satisfied, and the network
model set M is generically identifiable.

Then the proof regarding the condition (a) has been com-
pleted, and the proof for the second condition then directly
follows by considering the transpose graph of G. If condition
(b) holds for G, then condition (a) is satisfied in the transpose
graph G Therefore, the model set M associated with _C'; is
generically identifiable. Therefore, it follows from Lemma 1
that the original model set M is generically identifiable. That
completes the proof.
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